L 4

Trends of cyber attack

Importance of academia collaboration for cyber defense

2015/1/21

Masanori Kusunoki
mkusunok@yahoo-corp.jp
CSO Board, Yahoo! JAPAN

Copyright (C) 2015 Yahoo Japan Corporation. All Rights Reserved.


mailto:mkusunok@yahoo-corp.jp

Y’ Self Introduction — Masanori
KusunoKi

P2

Internet Research Institute (1998 -2002) F Ltr_i!

A JPIX, Web SSO, Mobile, Banking, MANet

HUTHORITWSYSTEM[ cl‘. STRISENZUE

Microsoft (2002 -2012) Sy MOUET 000055
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Remote Procedure Call (RPC) H—EANEEEA

A Tech Product Manager, Windows Server JURER Vidns S5 0003

A Deputy CTO, National Standards Officer

A National Information Security Strategy, MET]
A Planning NISC under Blaster virus attack on 2003

A Standardize OOXML, ePub & Cloud Computing
Cabinet Secretariat , Government of Japan (2011 -)
A Executive Advisor to the Government CIO

A Prepare Social Security & Tax Number System
A Autonomous Vehicle, Regulatory reform, e -Government e

Yahoo! JAPAN (2012 -)
A dentity Federation, Financial and Payment Services Company
A Company Information Security Manager, CSO Board
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Y ! Increase damage of ldentity Theft in Japan [ P4
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JAPAN

Browse / Login

7 3.54M unique browsers / YKH%I?N-’ DALY
day

27M Users
ZS-ZQM—IGD monthly aCtive * September 2014

2oL users
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6. FINGERPRINTING
PROVIDER

The fngerpemntling providier
checks the information against
dsdatabsse and returns to the

: o 9 a4 brokes the umngue numbae of ——— l
A codo i uses o identify you r-' MEGA f
[ ) SN sI1ZEIN!
: =
! { :

5.PRINTINFD = ==
The nd beoker intum rélays 4' USER
this informationtoits
IDENTIFICATION

fingerprinling prowider.
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TRAVEL ADVERTISER

2.GETAD

AS your browser
loads that page,

A
it also requests an

advertisement froman

-

__-—‘ anline ad broker
NEWS ¢
SITE !
' 3. FINGERPRINTING SCRIPT
: The ad beoker responds by

sending the advertsement
1o your browsear along with
ascript that guiotly gathess
sufficiontinformation about l sn ‘m{u
20U computer and browser 10
wenhily you uneguely

1. SEND PAGE

Aweobsite 1hat you visa
sends nformation o your
beowser sothat it can dspiay

P FRRYOUENRSQ Ve lllustration: MCKIBILLO, IEEE Spectrum, 2014

The nd broker canthen use this
identifier to keep track of your onling
activities anytime you visit 2 site that
displays one of its advertisements



Y ! Emerging threats in 10T Era. P9

Copyright (C) 2015 Yahoo Japan Corporation. All Rights Rese






Thank Youl!

Copyright (C) 2015vahoo Japan Corporation. All Rights Reserv



